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Abstract: As cities evolve into smarter and more connected environments, there is a growing need
for innovative solutions to improve urban mobility. This study examines the potential of integrating
blockchain technology into passenger transportation systems within smart cities, with a particular
emphasis on a blockchain-enabled Mobility as a Service (MaaS) solution. In contrast to traditional
technologies, blockchain's decentralized structure improves data security and guarantees
transaction transparency, thus reducing the risk of fraud and errors. The proposed Maa$S framework
enables seamless collaboration between key transportation stakeholders, promoting more efficient
utilization of services like buses, trains, bike-sharing, and ride-hailing. By improving integrated
payment and ticketing systems, the solution aims to create a smoother user experience while
advancing urban goals of efficiency, environmental sustainability, and secure data handling. This
research evaluates the feasibility of a Hyperledger Fabric-based solution, demonstrating its
performance under various load conditions and proposing scalability adjustments based on pilot
results. The conclusions indicate that blockchain-enabled MaaS systems have the potential to
transform urban mobility. Further exploration into pilot projects and the expansion to freight
transportation are needed for an integrated approach to city-wide transport solutions.

Keywords: blockchain technology; smart cities; Mobility as a Service (MaaS); Integrated
Transportation Systems; urban mobility; Decentralized Payment Systems; Hyperledger Fabric;
Sustainable Transportation Solutions

Highlights
What are the main findings?

e Developed a blockchain-enabled Mobility-as-a-Service (MaaS) platform using Hyperledger
Fabric to enhance security, transparency, and operational efficiency in urban mobility systems.

¢  Demonstrated through load testing that the proposed system maintains consistent performance
under varying data volumes and concurrent user requests, confirming its scalability for real-
world applications.

What is the implication of the main finding?

e Integrating blockchain technology into urban transportation systems can improve stakeholder
collaboration and trust, leading to more efficient and secure smart city mobility solutions.

e  The successful implementation indicates potential for expanding blockchain-enabled MaaS
platforms to include freight logistics, contributing to a unified and sustainable urban
transportation ecosystem.

1. Introduction

In contemporary smart cities, incorporating innovative technologies into urban infrastructure is
essential for enhancing transportation services, efficiently accommodating both passengers and
goods [1]. An important aspect involves the development of multimodal transportation that
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combines different methods of transport into a unified system. This integration enhances mobility,
traceability, and coordination. In this context, blockchain technology emerges as a solution offering
a transparent platform that boosts cooperation among various service providers and users in the
transportation industry.

The goal of this research is to explore the development and implementation of a blockchain-
enabled MaaS system. This study specifically examines whether blockchain technology can improve
the security, transparency, and operational efficiency of urban mobility services, with a particular
focus on payment and ticketing systems. The core hypothesis is that blockchain's decentralized
structure will enhance transaction integrity and stakeholder cooperation, creating a more efficient
and secure urban transportation ecosystem. These systems use technology designed to transport
people but can also handle shipping and moving goods. A key focus is on how blockchain technology
can change payment and ticketing methods by enabling transactions between users and different
service providers—such as buses, trains, bike-sharing programs, shipping companies, and ride-
hailing services. By integrating this system into a city’s infrastructure, it not only enhances user
convenience but also helps support broader objectives like sustainability and better data security.

With the increasing need for secure, transparent, and efficient urban transport systems, various
initiatives are exploring how blockchain can optimize MaaS platforms. A notable example is the
European Union's DELPHI project, which is part of Horizon Europe’s efforts to advance urban
mobility and logistics, using innovative technologies. This initiative aims to build a unified transport
system that integrates multiple modes of transport, both for passengers and freight. By incorporating
blockchain, DELPHI seeks to boost data security, streamline collaboration among stakeholders, and
refine transport logistics. The project's research focuses on establishing a blockchain-enabled
platform that securely manages data across different transport modes. A key aspect is integrating
payment and ticketing systems within urban mobility, which contributes to the development of the
secure, transparent, and efficient MaaS framework that DELPHI envisions [2].

To fully understand blockchain’s potential in MaaS, it is important to examine both the general
landscape of blockchain technology and the current challenges facing its integration into mobility
systems. Issues such as scalability, security, and interoperability remain critical barriers, yet
blockchain’s core features—decentralization, transparency, and immutability—position it as a
promising solution for overcoming these obstacles.

The main part of the paper examines the design and structure of a MaaS system that uses
blockchain technology. This section will delve into the technical aspects of the blockchain solution
and its data model. We will also address challenges related to scalability to ensure the system'’s
technical robustness.

MaaS systems face several challenges, including security vulnerabilities, scalability issues, and
inefficiencies. Our proposed blockchain-based platform directly addresses these concerns by creating
a decentralized, secure, and scalable solution for urban mobility. Utilizing Hyperledger Fabric’s
permissioned architecture and modular consensus mechanisms, the platform significantly boosts
data security and transaction speeds, delivering reliable performance even under varying loads.
Initially, the platform will focus on passenger transport, but future research will extend its application
to freight logistics. This aligns with the DELPHI project’s broader objective of developing a unified
and efficient transportation ecosystem.

2. Related Work

2.1. Blockchain Technology

Blockchain started a proposal in 2008 [3] and was launched in early 2009. It operates as a public
ledger, storing all committed transactions in a growing chain of blocks. Key traits of blockchain
include decentralization, auditability, persistence, and anonymity. Blockchain uses advanced
technologies: cryptographic hashes, asymmetric cryptography for digital signatures, and distributed
consensus mechanisms. The use of these technologies supports the creation of decentralized
transactions resulting in cost reductions and efficiency improvements [4].
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The blockchains' information is stored into a linked chain of blocks, where each block is linked
to the previous one and secured through cryptographic methods. The peers in the network are linked
through a P2P topology, thus ensuring the absence of a single point of failure. The network also uses
a consensus mechanism to ensure universally agreed-upon transactions and blocks sequences. This
maintains the consistency and the reliability of data across all nodes [5]. Every transaction on the
blockchain is a discrete record in the blocks that make up this public ledger [6].

When smart contracts first emerged, as an integral part of blockchain technology, the second
milestone in the blockchain began. This is referred to as Blockchain 2.0. Smart contracts are computer
programs that run inside the blockchain network. These programs can express triggers, conditions,
and business logic, enabling complex programmable transactions [7]. A smart contract was first
mentioned under this name by computer scientist and cryptographer Nick Szabo long before the
blockchain concept was invented, see [8].

As the most well-known application of blockchain technology, Bitcoin is often mistakenly
considered synonymous with blockchain itself. Despite that, the utility of blockchain extends beyond
cryptocurrencies. The main trait of blockchain technology is the ability to facilitate transactions
without relying on intermediaries. This means it can be used across various financial services such
as: online payments, digital assets, and remittances [9]. Smart contracts significantly expanded the
range of industries that can benefit from this modern technology. Some blockchain new use cases
beyond digital finance are logistics, supply chain management, IoT, healthcare, personal identity
systems, music royalty processing, anti-money laundering, voting, agriculture, and many others [10—
12].

Blockchain stands ready to revolutionize other applications also, such as art sales through digital
media transfer, supply chains, delivery of remote services like tourism and travel, and innovative
platforms shifting computing towards data sources and distributed credentialing [13].

2.2. Blockchain in Public Transportation

References [14,15] explore the idea of MaaS and its potential to reshape contemporary
transportation. The emphasis is on transitioning from owning private vehicles to utilizing a range of
transportation options offered as services. It is emphasized that such a system could also
accommodate and streamline goods transportation. MaaS combines different transport services into
one unified, user-friendly platform. Blockchain technology can improve MaaS by offering a secure
and transparent way to manage transactions and data across various transport modes. Additionally,
the use of smart contracts and tokenization facilitates smoother integration and incentivizes users
within the Maa$S framework.

Application of blockchain technology in implementing MaaS platform is explored in [16], with
focus on performances under various load scenarios. Authors explore and analyze two well know
and mature blockchain technologies: Ethereum platform based on permissionless technology and
Hyperledger Fabric platform which is based on permissioned technology. Ethereum offers
decentralized consensus and broad developer support, but its permissionless nature can lead to
scalability issues and slower transaction speeds, making it less suitable for high-throughput
environments like urban mobility systems. In contrast, Hyperledger Fabric provides a permissioned
network with customizable consensus mechanisms, better suited for environments requiring higher
control, privacy, and performance, as found in MaaS systems. While both platforms are capable of
supporting MaaS, Hyperledger Fabric was chosen for its modularity, scalability, and enterprise-
grade security features.

In [17], the authors propose a different method, utilizing the Hyperledger Indy [18] blockchain
to create a multi-layered framework for a Smart Mobility Data Market (BSMD). This approach tackles
major concerns like privacy, security, management, and scalability in the context of smart mobility.
They point out the weaknesses of conventional data storage methods, such as central servers, which
are prone to hacking and unauthorized data sharing. The BSMD framework offers a secure and
transparent way for participants to share encrypted data on the blockchain, with transactions
governed by mutually agreed-upon terms.
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Enescu et al. [19] highlight the challenges and viable solutions related to the key subsystems of
public transportation services. It is particularly emphasized the effects of these services in densely
populated urban areas. The study focuses on exploring blockchain-based innovations to enhance
existing management platforms and drive future developments in the sector.

Multiple academic research works explore and propose implementations of blockchain
technologies in various aspects of public transportation, like ticketing systems, supply chain
management, data sharing and integration, and identity management.

The ticketing system can be streamlined by enabling secure, peer-to-peer transactions. Ticket
issuance and ticket validation can be automated by leveraging smart contracts, reducing fraud and
operational costs [20].

Public transport operators can use blockchain for tracking their assets (like vehicle fleet, parts,
and components) throughout their lifecycle, ensuring accountability and efficiency in maintenance
and operations [21].

Secure data sharing is crucial for modern smart cities transportation systems. Blockchain can
secure this process among different transportation agencies. resulting in better coordination and
integration of services. This can lead to improved route planning and real-time updates for
passengers [22].

Blockchain can provide secure digital means of user identification, allowing for seamless access
to various transportation services without the need for multiple accounts or credentials [23].

There are several cities and organizations which have initiated pilot projects that intend to
explore the benefits of blockchain in public transportation:

It is known that Dubai has the ambition to become a global leader in blockchain technology and
smart transportation. The Dubai Roads and Transport Authority (RTA) is exploring blockchain for
service efficiency and customer experience. It also tries to promote transparency in operations. RTA's
aim is to streamline various processes, such as: vehicle registration, maintenance records, and driver
licenses [24].

Singapore's Land Transport Authority (LTA) collaborated with TransitLink to introduce a
ticketing and fare management system utilizing blockchain technology. The system was designed to
improve both efficiency and transparency. Commuters were able to use a mobile application, or a
contactless smart card powered by blockchain to pay for transportation across different modes. Fare
validation becomes automated, enhancing the system’s connectivity, accountability, and
transparency [25].

Estonia has implemented a smart ticketing system using blockchain technology to make public
transportation smoother. Passengers can easily use the services of multiple transportation providers
with a digital wallet, which securely keeps their tickets and payment information on a blockchain
[26].

Denver's Regional Transportation District (RTD) implemented a pilot program for public
mobility, which uses blockchain. "Go Denver", the application that they develop integrates various
transit modes (buses, light rail, and ridesharing services) into one platform. Commuters can use it to
plan, book, and pay for trips in one place [27].

The Seoul Metropolitan Government has incorporated blockchain technology into its public
transportation systems as part of its ongoing smart city efforts. This technology boosts the security
and transparency of fare payment systems by decentralizing and securing commuter data.
Blockchain ensures that sensitive payment data is tamper-resistant and protected. By adopting
blockchain, Seoul aims to increase trust and efficiency in public services, especially in transportation,
where secure and transparent fare management is crucial. Seoul has also developed a cryptocurrency
payment platform for public transportation (S5-Coin), with plans to extend its use to other public
services [28-30].
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2.3. Blockchain Adoption Challenges

As blockchain technology continues to integrate into public transportation systems, several
challenges must be addressed: scalability concerns, interoperability between different platforms,
evolving regulatory landscapes, high initial costs, and the need for user education and acceptance.

Handling the high transaction volumes typical in public transportation systems can be a
problem for most blockchain solutions [31]. The ever-increasing number of passengers requires speed
in transaction processing that is above what is currently available across the existing blockchain
networks.

At the same time, various transportation agencies can use different platforms that are not
compatible (not necessarily blockchain-based solutions). This failure to standardize the systems can
prohibit the easy sharing of information and services [32].

The regulations about blockchain technology are still evolving. Public transportation groups
might have legal issues with data privacy, security, and following current laws [33]. Dealing with
these rules can delay the adoption of these modern technologies.

Even though blockchain has the potential to save a lot in operational costs over time, the initial
investment that it requires in the development of technology, upgrading infrastructure, and training
are high. This could also deter smaller agencies from adopting blockchain solutions [34].

It is known that blockchain-based ticketing and transportation systems will only work
successfully once users accept the recent technologies. For that reason, training and support will be
much more necessary and overall obligatory, increasing the overall cost of implementation [35].

3. Platform Design and Implementation

3.1. Functionality Overview

The primary goal of the proposed Maa$ platform is to consolidate payments made to transport
companies in a city into one application. This integration also allows the platform to track ride details
and generate useful statistics for both transport operators and passengers. Figure 1 illustrates the
main use cases of this solution.

Multimodal Transportation Platform

—
]
Passenger

View Statistics and Reports :} @
/ Total Distance Total Cost or Earnings
E )\ —

\Il

Distance Per Vehicle Type

TransportProvider Q_\

Figure 1. The use-case diagram of the proposed platform.
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The proposed platform's actors include transportation providers or companies, as well as
entities that use the network to commute, such as individuals or items that can be conveyed by public
transportation. Because these two user classes have access to different features, they will interact with
the platform via various interfaces or client applications.

The user's application employs a secure virtual wallet where passengers can deposit funds via
external payment providers. This wallet facilitates internal payments within the platform,
eliminating the need for cash or multiple tickets. Once the vehicle is boarded, the passenger will pay
by transferring the due amount to the transport provider's wallet. External payment providers are
used for processing deposits and withdrawals.

Passengers can view real-time information about their current rides, including route progress
and estimated time of arrival. The app also maintains a history of past rides for reference. The user
application also allows passengers to rate their experiences, provide feedback, and access customer
support for any issues encountered.

Both types of users will be able to see statistics such as: distance per time period, earnings, or
costs per time period, distance per vehicle, distance per vehicle type, etc. For example, providing the
passengers with data regarding the vehicle type can encourage them to favor companies with a more
environmentally friendly fleet for future rides. These insights can also assist providers in making
informed decisions about fleet management and service improvements.

Like passengers, transport providers have one or multiple virtual wallets where they receive
payments for services rendered. They can track earnings, process withdrawals, and manage financial
transactions securely.

The providers can monitor active rides involving their vehicles, manage ride requests, and
dispatch vehicles accordingly to optimize service delivery.

3.2. The System’s Architecture

Figure 2 illustrates the system’s architecture, highlighting its main components. These include
the client applications, the platform’s back-end, and the distributed ledger or blockchain network.

g User Application g Admin Application

Platform )) REST API
% Certificate Autority Peer ?Wﬁorm Service Gateway
< D Worker 1
State DB {«=---~ \

SSL Cert. Chaincode Data Model % Msg. Queue
l [ Fabric SDK % Worker n
g Ordering Service Node ... g Channel l:] | e

Payment Gateway

Transport Company 1 Transport Company 2

Certificate Autority Peer Peer Certificate Autority
N ’—‘T -----
StateDB j=---°| L_J  L__J | | | N L— L |7l s State DB
SSL Cert. Chaincode SSL Cert. Chaincode)

Figure 2. The architecture of the system.

3.2.1. Client Applications.

The system offers two distinct client applications: one designed for passengers and the other for
transport providers. These apps enable users to engage with the platform's key features, as outlined
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in the previous section, such as managing virtual wallets, processing payments, and viewing ride-
related statistics.

By offering these tailored applications, the system ensures that both passengers and transport
providers have the tools they need to efficiently interact with the platform, improving the user
experience and supporting more sustainable urban mobility practices.

3.2.2. Blockchain Network.

The platform’s persistence layer is entirely built on blockchain. Multiple organizations maintain
copies of both the state and the ledger databases, ensuring data immutability and security.
Replicating the data across various network nodes enhances resilience against single points of failure.
The blockchain solution used is Hyperledger Fabric.

The proposed architecture includes three participating organizations within the network. The
Platform acts as the legal entity overseeing the system, while Transport Company 1 and Transport
Company 2 serve as separate transport providers. Although participation is optional, it is strongly
recommended that all transport providers actively engage in the network to help maintain the
integrity and security of the shared data. As shown in the previous diagram, each organization
operates its own peer, state database, and certificate authority.

The smart contracts or programs that define the business logic governing transactions on the
blockchain network are called Chaincode. It is the code that specifies the rules and procedures for
interactions within the network, enabling the execution of transactions and the manipulation of the
ledger's state.

A Peer is a node in the network that holds a copy of the ledger and smart contracts (chaincode).
Peers are vital to the network, as they endorse transactions, maintain the ledger, and take part in the
consensus process.

The Certified Authority (CA) is responsible for user certificate management duties such as
enrollment and revocation. Hyperledger Fabric is a permissioned blockchain network that uses X.509
standard certificates to establish rights, roles, and attributes for individual users. Users can execute
queries or initiate transactions using channels that correspond to their permissions and roles.

The state database (State DB) refers to the database responsible for storing the current state of
the ledger. The ledger in Fabric maintains a record of all transactions that have occurred, and the state
database keeps track of the current state of all assets or data within the blockchain network. The state
database functions as a key-value store that tracks the status of the ledger, storing the present values
of all ledger assets and the active state of any deployed smart contracts on the platform. Fabric offers
two options for the peer state database. Hyperledger Fabric supports two peer state database options.
The default state database integrated into the peer node is LevelDB. This option stores data as simple
key-value pairs and supports queries by key, key range, and composite keys. Alternatively, CouchDB
can be configured as an optional state database, allowing data to be modeled as JSON on the ledger
and enabling rich queries based on data values, rather than limiting retrieval to key-based searches.
CouchDB allows indexes to be deployed within the chaincode package, improving query efficiency
and enabling rapid searches across large datasets [36].

A Channel is a private and confidential communication line between specific network members,
used to segregate transaction data and enable secure communication within a subset of the network.

The Ordering Service Node, or orderer, is essential for managing the process of grouping validated
transactions into blocks, ensuring consensus, and adding these blocks to the distributed ledger.

3.2.3. Platform’s Backend.

The system’s backend is built using Java with the Spring framework, which was selected for its
robust enterprise features and wide adoption in scalable applications [37]. Java’s platform
independence and extensive library support make it ideal for handling complex business logic and
high-performance environments like MaaS. The Spring framework was chosen due to its flexibility,
lightweight nature, and built-in support for creating secure, scalable REST APIs [38], which are
essential for interfacing with both client applications and the Hyperledger Fabric blockchain. In
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Hyperledger Fabric, direct access to peers from the client application is restricted. The backend also
utilizes a messaging queue and a payment gateway to support its operations.

The platform's backend exposes a REST API based on JSON, allowing communication with
client applications.

The Java Fabric SDK [39] was used to link the API with the Blockchain network.

Basic operations, such as ride payments or balance inquiries, are directly managed by the API
through the Fabric SDK. However, more complex tasks, like generating statistics, are offloaded using
a Messaging System (RabbitMQ). When such a request is made, the API logs it into the messaging
service, and a worker processes the message once available. The messaging queue distributes tasks
among multiple workers, enabling load balancing and ensuring scalable, efficient resource use while
avoiding bottlenecks [40].

3.2.4. Payment Gateway

The Payment Gateway is a vital component of the system architecture, allowing for easy
connection with external payment providers. It connects the MaaS platform with financial
institutions, allowing users to make safe fund deposits, payments, and withdrawals. The gateway
enables real-time transaction processing, guaranteeing that all payments are confirmed and
authorized using known financial procedures such as PCI-DSS (Payment Card Industry Data
Security Standard).).

Furthermore, to ensure secure and smooth transactions, the gateway must encrypt sensitive
payment data during transfer, minimizing the risk of fraud and unauthorized access. It also manages
tokenization processes to replace sensitive card information with a unique identifier, ensuring user
privacy and security standards compliance.

3.3. Data Model

Figure 3 provides a comprehensive illustration of the data model stored within the blockchain.
This figure delves into the blockchain's data architecture.

TransportProvider and Passenger store the user details for transport companies and transportation
users, respectively.

The Vehicle entity is responsible for storing data related to the companies’ fleet. It includes three
VehicleTypes: electric vehicle, internal combustion, and alternative fuel.

The Wallet entity is linked to an owner, which can be either a company or an individual user and
manages its balance. When a deposit or a withdrawal takes place, the balance is updated, and a
corresponding transaction record is created. Similarly, when a payment is made, the balances of both
involved wallets are adjusted, and the transaction is documented.

The Ride entity records comprehensive details for each transportation instance, including the
user utilizing the service, the vehicle employed, the date of the ride, the starting and ending locations,
the cost incurred, and the distance traveled. Additionally, multiple connected Ride records are
grouped together to create a Trip, which represents a series of linked rides within a single journey.
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Figure 1. The data model of the platform.

3.4. Chaincode Implementation

Figure 4 presents the chaincode structure for the proposed solution, which was implemented in
Node js.

Hyperledger Fabric Blockchain was chosen to implement the proposed proof of concept. The
key features of this technology include a modular architecture (pluggable components), a flexible
consensus mechanism (supporting both Crash Fault Tolerance (CFT) and Byzantine Fault Tolerance
(BFT)), and a permissioned network that allows only authorized participants to join. Additional
advantages are its scalability, high performance, private transactions, and channel-based
communication that enables confidential interactions between specific participants. Hyperledger
Fabric also offers robust identity management and enterprise-focused features, addressing concerns
related to compliance, regulatory requirements, and auditability. These features make Hyperledger
Fabric a preferred choice for enterprises and consortiums deploying permissioned blockchain
networks. It is particularly employed in industries like supply chain management, finance, and
healthcare, where privacy, scalability, and customizability are essential [41].
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Figure 4. The chaincode module dependency diagram.

The Hyperledger Fabric chaincode is equivalent to smart contracts found in other blockchain
platforms. It establishes the rules and logic that govern transactions within the network. Chaincode,
which can be written in Go, Node js, or Java, is a program that follows a predefined interface (API)
provided by the fabric-contract-api library. Another key library for developing and deploying
chaincode is fabric-shim, which provides the necessary implementation to enable communication
between smart contracts created with fabric-contract-api and Hyperledger Fabric peers.

The business logic within the chaincode was implemented across multiple modules. Each
module primarily implements the available operations for one of the entities defined in the data
model (e.g., vehicleContract.js for Vehicle, rideContract.js for Ride, walletContract.js for Wallet, etc.). These
are referred to as domain logic modules.

The chaincodelUtils.js module is utilized by the domain logic modules, as it offers a generic
implementation for operations such as create, read, update, delete, getAll, saveAll, exists, and
getBySelector, which is used to execute complex queries.

The complete business logic is made accessible externally through the facade module
chainCode.js. This module consolidates all the public operations implemented by the domain logic
modules and it is implemented as a class that inherits from the Contract class provided by the fabric-
contract-api library.

4. Tests and Results

The test environment was deployed on the following configuration: Intel® Core™ i7-8565U CPU
@ 1.80GHz x 8, 16 GB RAM, Ubuntu 24.04.1 LTS.

The application's backend was functionally tested using Open APIv3.0.1, which was specifically
set up to interface with the platform’s REST API.

To understand how response times are influenced by the number of simultaneous requests and
the volume of blockchain records, a comprehensive series of load tests were performed. It is
important to note that during these evaluations, the entire system — including both the backend and
the blockchain network — was hosted on a single machine. Consequently, the performance
measurements obtained are relative and may vary once deployed in a production environment. These
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load tests were primarily aimed at assessing how response times fluctuate based on the intensity of
concurrent requests and the size of the blockchain data. Apache JMeter 5.6.3 was used for
implementing the load tests.

The tests assess two standard operations -getting the total monthly spending and retrieving the
wallet by ID - that users can access through the client applications. The state database of Fabric is
CouchDB, and an index was added for the second operation on its search criteria: [sourceWalletId,
date]. Integrating the CouchDB index into the chaincode requires placing a JSON file in the
chaincode's main directory at the path: META-INF/statedb/couchdb/indexes. The content of the
index is shown below:

{
"index": {
“fields”: [
"sourceWalletld”,
"date”
1
}
"ddoc”: "indexSourceWalletldDate”,
"name”: "indexSWalletDate”,
"type”: "json”
1

Following the addition of 10,000, 100,000, and 1.000,000 fictitious data records to the blockchain,
respectively, the tests have demonstrated that, provided the records are indexed by the search
criteria, response times are independent of the volume of data stored. The average blockchain
response time for each number of concurrent requests is shown in Table 1.

Table 1. Load test results.

Number of requests Get wallet by ID time [ms] Total cost per month time [ms]

1 5 12

10 13 29

50 65 103
100 131 160
200 370 410
300 497 640
400 716 843

Ataround 400 parallel requests, the response error rate (timeouts) averaged around 10% for both
operations. This request limit can serve as a reference point for adjusting the number of workers in
the messaging queue.

Table 2 shows the average response time (for 100 requests with 1 thread) for the primary
operations supported by each entity in the data model, including Vehicle, Passenger, Ride, and others.

Table 2. The temporal performances of main operations.

Preexistent number Get record by name  Get record by Update record  Delete record

of records - no index [ms] ID [ms] [ms] [ms]
1000 45 4 2123 2013

5000 152 4 2210 2101

10 000 312 5 2175 2175

50 000 1453 4 2187 2141

100 000 2645 4 2256 2123

1000 000 24987 6 2187 2217
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As shown in the table above, the performance of basic CRUD operations is not influenced by the
number of existing blockchain records. Efficient retrieval by id is ensured through implicit indexing
of assets. Create, update, and delete operations consistently take about 2 seconds each, as they involve
blockchain state modifications, which include communication and validation processes. In contrast,
retrieving an asset by a different attribute (e.g., name) encounters substantial delays, which are
proportional to the size of the dataset. This issue can be mitigated by indexing assets by name,
improving retrieval efficiency.

5. Conclusions

This study investigates the integration of blockchain technology into smart mobility systems,
specifically focusing on Mobility-as-a-Service (MaaS). It addresses the effectiveness of blockchain in
improving the efficiency, safety, and environmental performance of urban transport systems. Our
results suggest that blockchain, as a decentralized, transparent, and secure solution, can resolve trust
and integration issues between different transport technologies and stakeholders.

The Hyperledger Fabric-based design has proven to be highly effective at managing high request
volumes, which makes it a viable option for networked transport systems. The study also highlights
how blockchain might improve safety and transparency by streamlining ticketing and payment
procedures. Additionally, we investigated the main technological features of a blockchain-based
MaaS platform, paying particular attention to its data types and system architecture.

Although the single-machine setup used for pilot testing offered a cost-effective solution for
initial testing, load tests exposed its limitations in scalability and resilience when managing higher
concurrent requests. Performance began to decline once the system handled 400 simultaneous
requests, making it clear that transitioning to a cloud-based, distributed architecture is essential for
real-world applications. This change would allow the system to dynamically scale for larger user
volumes, with load balancing and caching mechanisms enhancing response times during peak
periods. Additionally, data management strategies such as pruning and sharding will ensure long-
term efficiency as the system grows, making it suitable for large-scale deployments in urban settings.

To verify the scalability of these systems in distributed cloud environments, future research
should give priority to pilot projects and field experiments. Additionally, it is necessary to investigate
how blockchain technology might help integrate freight logistics into MaaS, guaranteeing safe and
open coordination between passenger and freight services. With the further expansion of these
systems, it will also be crucial to optimize blockchain transaction rates and minimize latency in real-
time urban transit applications.
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